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1-AGENDA

9:00
Presentation by G. Endersz of the work done in ETSI- ESI workshop, and of
the standards being devel oped.

9:30- 11:30
Joint Meeting WG1 and WG3
Objective : To finalise the agreements of all experts on the content of the
NAME document, presented by WG1 and circulated before the meeting

11:30 - 13:00
Plenary session with ETSI-ESI, including CEN participants, and Smart.IS AM
Presentation of the NAME document by C. Megglé
Discussion on the NAME document from a European standards point of view
Resolutions and work plan for next steps
eg. ETS - Smart-1ISAM seminar in the Fall
Plan for the preparation of a European authentication standard

13:00- 14:00 lunch

14:00 - 17:00
Parallel sessions of WG1 and WG3
The WGL1 session objective would be to complete the work started in the morning.
The WGS3 session objective would be to finalise the structure of the white paper to be
produced, the work plan, and the links to other initiatives such as, for example, TB4
and TB12.

1 - Presentation of the work donein ETSI-ESI workshop

Gyorgy Endersz presented the work carried on presently by ETSI on the qualified electronic
signature (copy of presentation attached).

2 — Discussion on the NAM E document

The present draft of the NAME document was circulated to the members of ETS| for review,
with the contribution of ELVA which had not been distributed. It was decided to include it in
the draft. Smart-1S Marketing will prepare the new version of Smart-1S—NAME V093, by
integrating this contribution and the remarks and suggestions made during the meeting. It will
distribute it to the participants with the meeting report, attached to this mail.

It was reminded that Name is a document of proposition. Originally it was to be an analysis of
what is required by the Telcom operators. Now the application providers are also requesting a
common API for authentication to simplify their work.

The restricted choice of PKI for NAME was questioned, as it is expensive to implement.
The reason was interoperability so that many certificates remain possible but all with one
interface only, whether there is one or more certificate emitting authorities.



The cost of deployment of PKI can be reduced by centralising NAME on one server accessed
viaatraditional card.

JM Medlin of Oberthur presented their card-based PKI solution. The conclusion accepted by
all was that interoperability of certificates stored on a card requires a common format. The
format chosen for that is X509. There is a need to define the means of accessing and
transporting this certificate and PK CS15 is the basis on which to define this standardised API.
A common profile for the certificates has also to be defined.

ACTION: JM. Medlin will check with Oberthur Card Systems the way to co-ordinate for
Smart-1S AM the work on requirements for smart cards and PKI1, formats in particular, with
other card manufacturers (Gemplus, Schlumberger, G&D, ...).

3 - JOINT meeting ETS|
Claude Megglé presented NAME and mentioned its availability on the SmartlS-AM site.

ETSI has a smart-card work group on card specifications. NAME is aware of their work but
both groups work on a different level. ETSI members ask how NAME is related to the TB12
(qualified electronic signature) work ?

NAME is limited to authentication, security requirements come after. SmartlS-AM are
working with TB12 to see which common actions will be taken between the 2 groups.

ETSI focusesits work on fully qualified electronic signature: the signer of a document is the
person having the power to sign it and the signature is non repudiable.

TB12 will identify the problems linked to a «secure environment », therefore all three groups
(ETSI-ESI work group, Smart-1S A.M. WGL1 and TB12) will have to work together

Smrt-1S AM does not define the security requirements and does not address the user
interface, even if it recognises that security requirements are absolutely needed. Its missionis
limited to interoperability of the authentication solutions.

Authentication is not a focused area for ETSI. They suggest that Smart-1S AM defines the
applications classes for NAME. They aso suggest that the I TEF standards (Radius and
Diameter) and the ISO Norm 10181-1 have to be looked at.

The way to use an authentication certificate is independent of the security requirements.
Smart-1S AM are looking at how to store an authentication certificate on a card and how to
address it.

The identification and the hash of the certificate are the minimum information needed for
ETSI, if thereis not enough space to store the whole certificate. FINREAD isworking on
secure environments and devices. Smart-1IS AM WG3 is only addressing multi-channel access
for defining a common card holder interface based on authentication functions.

ETSI: Mutua authentication is not needed for secure signatures, it can even be dangerous in
nontrepudiation environments.

Smart-1S AM: Agreed, it is only an option provided by NAME.

The work of NAME isto look at what is being done elsewhere and address what is missing in
it for authentication only. The question is «is there a business model for an authentication
token only ? ».



ETSI conclusion: there is no substantial overlap between the activities of the 2 groups today.
They propose to follow what Smart-1S AM are doing and to comment on it, but they are not
ready to commit to any work nor contribution to it, except by individual contributors.

David Ankri concludes that Smart-1S AM would welcome the participation of experts of ETSI
in itswork. The plan to have a common session in October or before the end of the year is
approved. Its purpose will be to exchange views on the final draft documents and to
disseminate the results of Smart-I1S AM.

4 — Joint WG1 — WG3 mesting

General discussion

After ageneral discussion on overlap between Smart-1S AM and eEurope Smart Card, David
Ankri proposes to merge the tasks to be performed by TB12 on signature and non repudiation
with the Smart-1S AM tasks on authentication. An evaluation of the additional funding
required by this has to be made and TB12 should see how it could obtain the agreement of the
European Commission and the needed funding before a decision is reached on this point.

According to C. Meggl é protection profiles are not included in the work of TB3 which creates
amgor void at the e-Europe level. It should be brought to their attention.

Eurosmart is concerned by the certificate format and it should clarify the position of the
smart-card industry in Europe on the subject (e.g. should there be a hash only or the full
certificate on a card). Once this position is formalised, the new meeting with ETSI will be
useful. It should involve all Eurosmart members.

Several tasks are identified, and contributions on these matters requested:

The application environment of what needs to be authenticated must be defined in order to
define what the real needs for NAME are.

The links with all related European groups must be identified before any extension to
NAME be considered.

Integrity functions use the same mechanisms as the electronic signature but they do not
represent what is called the “advanced signature’”.

NAME will have to refer to protection profiles

A paragraph on the card interface has to be prepared. What is missing in the present Java
cards and PCSC solutions to provide really interoperable cards with X509 certificates.
What type of APl would allow to identify this certificate on any card.

Should NAME define the mechanism of verification of the validity of a certificate de la
and with which level of detail?

TASKS to be covered until the next meeting
1. Concerning the business model for NAME, B. Joly remarks on the fact that PKI isonly a
very small percentage of the market and suggests that other algorithms be investigated

(e.g. SKI). He will make a contribution on this theme.

2. Claude Megglé will prepare a paragraph on the rel ationships between authentication and
signature, including a scale between the various levels in relation to the environments, and



Stéphane M énager will define the limits and overlaps between authentication and
signature.

3. P. Salléwill explore which groups of CEN work on related subjects so that SmartlS-AM
can liaise with them.

4. JM. Medlin will analyse what is missing at the functional level in the NAME document.
5. Claude Megglé will add to the introduction the various levels of interoperability possible.

WG3 — Presentation by Alain Isradl.

The full presentation is attached (it includes minor language corrections as suggested during
the meeting).

It is agreed that A. Israél works with the Meta Group to evaluate the cost of this market study
and to discuss with Smart-1S AM the best way to conduct it. the funds required will come out
of the 75K Euro budget which had been alocated to WG3. He will ask them for a formal
proposal and for contributions from Eurosmart experts. Other contributions to this task are
welcome. Bernard Joly will send a white paper prepared by Mr Angel of ActivCard as such a
contribution. It is hoped that Ingénico and Schlumberger Terminals will also contribute.

Concerning the proposed study, what is the attitude of the card manufacturers concerning the
needs for authentication, signature and non-repudiation services. The applications and
services should be reclassified. The ergonomy is to be defined in relation to the users, not in
relation to security. Segmentation of the market should be based on user demands.

WG2 discussion with D. Stephenson.

It is proposed to merge WG2 and WG3 by extending the business requirements tasks to the
banking domain. Contributions from banks and Telco representatives will be requested and
co-ordinated by D. Stephenson.

WG4 - dissemination of documents to standards authorities and work groups.

N. Lipszyc, expert from SISGEM, member of CEN and AFNOR groups, is named to organise
awide meeting with ETS| and CEN with the help of Patrick Sallé. All documents produced
by Smart-1S AM will be presented to ETSI and all CEN groups working on related domains.
The meeting should take place in October.

Next Smart-ISA.M. meeting

On September 6, at Eurosmart in Brussels.



